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TELEMEDICINE LEGAL SERIES—PART 1: PRACTICE ISSUES

What is the difference between telehealth and 
telemedicine, and simply delivering educational tools 
online? 

Can practitioners offer webinars and other online health 
informational services without being subject to laws 
governing both the practice of medicine and other 
healthcare professions?

Dealing with Antiquated Laws and Modern Corrections

Healthcare providers who move beyond a brick-and-mortar physical practice often find themselves in a legal gray
zone, wondering whether they are compliant, or even what rules might apply. This confusion is understandable. The
laws governing medicine were first framed in the late 19th century and were slowly adapted to advancing medicine
and treatments; technological progress has always moved faster than laws can evolve.

The result is that:
Some states have statutes regulating telemedicine but only apply them to the practice of medicine (at a distance).
They do not address, for example, telepsychology.

Others include in their legal definition of telehealth any clinical practice online. But these legal rules are ambiguous
as to who can practice and under what circumstances orconstraints.

In states where no statutes exist, medical or other regulatory boards have issued regulations. These have to be
carefully consulted; one board’s policies may differ from another’s. Furthermore, there are states where there is no
explicit regulation, which means one has to apply existing laws which preceded the development of the Internet.

The upshot is that before embarking on your telemedicine venture, it’s important to review the laws and 
legal rules in your state that apply to your clinical practice as well as to the business model you intend. This 
will be a matter of interpretation and analysis; the trail of legal breadcrumbs must be traced as clearly as 
possible.
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Legal Definitions CanMake a Difference:
Telemedicine definitions not only vary by state, but across federal and state agencies, which can regulate various
aspects of telehealth practice.

For example:
▪ The Centers for Medicare Services (CMS) defines telemedicine as the provision of clinical services to patients by
practitioners from a distance via electronic communications.

▪ The Joint Commission on the Accreditation of Hospital Organizations (JCAHO) defines telehealth as the use of
electronic information and telecommunication technologies to support long-distance clinical health care,
patient and professional health-related education, public health, and health administration.

▪ JCAHO defines telemedicine as the use of medical information from one site to another via electronic
communications to improve patients’ health status. JCAHO thus considers telemedicine a subset of telehealth.

▪ Videoconferencing is telemedicine. But in many states, electronic communications that do not involve video are
not considered telemedicine. For example, in California, information consultations between practitioners,
telephone conversation, email, instant messaging (IM), or fax are not considered “telemedicine” and therefore
not subject to the telemedicine laws.

▪ Similarly, in Virginia, “telemedicine services” do not include an audio-only telephone, electronic mail message,
facsimile transmission, or online questionnaire. Likewise, Florida provides, “Telemedicine shall not include the
provision of health care services only through an audio only telephone, email messages, text messages,
facsimile transmission, U.S. Mail or other parcel service, or any combination thereof.”
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Adding to the epistemological chaos, telemedicine can be: (1) non-simultaneous— such as radiology
services, which are read later, after the patient undergoes the imaging (“asynchronous”), or (2)
simultaneous (“real-time” or “synchronous”). If you see these terms in a telemedicine statute, you’ll
now know what they mean.

Which Legal Definition Matters?
It depends on your purpose. For example, obviously you would care about California’s legal definitions if you are a
California physician, or if you are planning to treat a patient located in California, but what about the CMS rules?
What CMS has to say is particularly relevant if you are a hospital interested in credentialing telemedicine
practitioners. CMS’s telemedicine rule allows hospitals and critical access hospitals (“CAH”) to rely on the
credentialing and privileging decisions of another (distant site) hospital or another telemedicine entity. CMS
distinguishes the distant-site hospital (which is providing the services), and the distant-site telemedicine entity. The
latter may not necessarily be Medicare participating.

There must be a written agreement between the two entities that includes, among other things, a compliant
credentialing plan along with an agreement that the hospital that credentials and privileges the distant-site
practitioner shares the practitioner’s performance review information with the distant-site hospital. The regulations
are easier for a distant-site telemedicine entity, which makes sense because such an entity is itself less regulated
than a Medicare-participating hospital.

Online Practice Vs. Education & Information
Generally, healthcare providers who ask our law firm for legal advice about telemedicine fall into
these categories:

▪ The physician or other healthcare provider has a brick-and-mortar, clinical practice and wants to continue
treating his or her patients after they arrive in another state.

▪ The physician or other healthcare provider has a brick-and-mortar, clinical practice and has a specialized
practice (for example: nutritional consults; fertility consults; lifestyle advice; functional medicine wellness
approach and wants to offer these across all states).

▪ The physician or other healthcare provider does not have a brick-and-mortar, clinical practice, or wants to give
up his or her practice, and wants to offer advice of an educational nature (not diagnostic or treatment advice,
and not in the context of a provider-patient relationship) across states. This could be in the form of a webinar,
one-on-one health coaching, email and text support.
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Sometimes this can involve an MD who wants to take off his or her physician’s hat and function as 
an ‘educator’ or ‘coach’

While each of these situations differ, they all involve an interpretation of what it means to have a clinical practice, 
as opposed to providing information and education. The reason is that the law allows people to disseminate 
information online (we call that “free speech”), but regulates professional healthcare practice. Perhaps the easiest 
way to focus on what constitutes professional healthcare practice is to look at the legal definition of practicing 
“medicine.” Although the exact definition differs from state to state, “medicine” typically involves diagnosis and 
treatment of disease. If, for example, you put out a blog saying that, if a person eats a hundred donuts every
week, his or her body will start to resemble a donut (meaning rotund), this is considered education and 
information. 
But if someone pays you for a session during which you tell that person he or 
she is obese, and you suggest prescription appetite suppressants, this clearly 
falls into the arena of medical practice. The problem is that there can be a 
slippery slope between education and practice, particularly when advising 
individuals about their specific physical or mental health challenges. This 
makes “health coaching” a legally risky area, despite the fact that the 
practice is widespread. Regulators, investigators, prosecutors, and judges 
tend to interpret diagnosis and treatment quite liberally, encompassing a 
variety of activities. The physician who wants to continue treating patients as 
they travel into another state has to understand the licensing rules (see Part 
2); while the clinician who wants to offer specialized advice needs a legal 
assessment as to whether his or her second ‘hat’ is educational or clinical; 
and the healthcare provider who wants to do webinars or health coaching 
has to carefully structure the business to attempt to avoid the broad sweep 
of legal definitions of practice. At least one state, Arkansas, has made it 
easier for physicians in the second and third category. The new telemedicine 
statute in Arkansas says that simply providing information of a generic 
nature, not meant to be specific to an individual patient, does not require a 
professional relationship. 

But what is “generic” information? Think of myriad companies offering health 
advice online—not in the context of an individual consult—and you probably 
have “generic” online information. This would be our ‘eating too many donuts 
is generally contraindicated for most people’ example.
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Conclusion

Practicing telehealth and telemedicine requires a nuanced look at the exact nature of the practitioner’s plans, 
and the applicable law. One thing we can count on is an ever-changing legal landscape. As practices evolve, so 
do legal rules and enforcement priorities. 

At the moment, there’s a slippery slope between information and education on one hand, and clinical practice on 
the other. Legal advice will not only serve to assess your own compliance, but allow for the development of a 
thoughtful strategy as you follow the opportunities technology provides. 

Contact the Healthcare Legal Adventures, LLC for a telemedicine legal consult that fits your particular business 
model.

Reading this article does not create an attorney-client relationship with its author or with the Healthcare Legal 
Adventures, LLC. This is an informational and educational piece; it does not constitute legal advice. If you’d like 
legal
advice, consult an attorney for advice specific to your situation.





TELEMEDICINE LEGAL SERIES—PART 2: LICENSING ISSUES

Because telehealth and telemedicine often involve
practice across state lines, healthcare practitioners must
understand the state laws which allow practice in
situations where the healthcare provider is licensed in his
or her own state (but not the patient’s).

Note: there’s another version of telemedicine that involves a medical doctor in the same state, providing
services remotely to underserved populations. This isn’t where the licensing issues arise. In this Series,
particularly in this article on licensing issues, we’re primarily focusing on physician interactions involving out-of-
state patients..

Licensing? But I’m a Doctor!
Let’s make things easy with some definitions.

The state where you, the clinician, are located when you give an online session is called the ‘Home State’. The
state where the patient is located is called the ‘Remote State’.

States control healthcare licensure because of the Tenth Amendment to the U.S. Constitution. This
Amendment gives states the power to regulate health and welfare. Although the federal government has
various powers with respect to interstate commerce, and gets heavily involved, for example, by regulating
the insurance market via Obamacare, the question of who can be licensed is up to the states. This is why, for
example, if you are a medical doctor licensed in New York (the Home State), but your patient is located in
Massachusetts (the Remote State), Massachusetts can decide that:

• When you give advice, via an online, telemedicine platform, to your patient who is in Massachusetts, you are
practicing in Massachusetts and, furthermore, you need a Massachusetts license to practice there.

The upshot of this analysis is that if you are licensed in the Home State but
not the Remote State, you could find yourself “practicing medicine without a
license” in the Remote State!
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States Differ

Once again, every state has its own telemedicine rules—even if there is no statute and only a regulation by a
professional Board, or a policy statement, or a case interpreting the law, or, by default, existing licensing laws. So
when you contemplate a business model that incorporates telemedicine, be sure to get legal advice tailored to
the state or states in which you intend to do business. Telemedicine laws are popping up everywhere. They can
even change or be challenged by industry. For example, Teladoc, a leading telemedicine provider, has filed a
lawsuit against the Texas Medical Board, alleging the telemedicine ruleunlawfully stifles competition

A Model Telemedicine Policy

The Federation of State Medical Boards has weighed in with a Model Policy for Appropriate Use of Telemedicine
Technologies in the Practice of Medicine. This is not law, and does not have the force of law, unless adopted by
the individual state. However, the guidelines provide a set of rules to keep in mind as these influence ongoing
legal and regulatory developments. Many states have adopted some, or all, of the Federation’s Model Policy as
part of their own telemedicine law. (See, for example, the Virginia Board of Medicine’s guidance document on
Telemedicine). It’s important to note that the Federation’s Model Telemedicine Policy is meant to regulate
licensed physicians. Other clinicians might find themselves without the benefit of regulation on point, or even of
model rules. They can look to the Model Telemedicine Policy as a general set of principles, but ultimately should
seek
legal advice for interpretations relevant to their situation. The Federation’s Model Telemedicine Policy requires 
that before practicing telemedicine, the physician establish a physician-patient relationship. This means the 
doctor undertakes to diagnose and treat the patient, and the patient agrees—whether or not this initial encounter 
has been in person.

1. Fully verify and authenticate the location and identity of the requesting patient.

2. Disclose and validate the identity of the Remote provider, if there is one. For example: the case of a medical            
doctor in the Home State, working with a nurse practitioner in the Remote State.

3. Obtain appropriate consents from requesting patients, after giving disclosures about the benefits and limitations     
of a telemedicine consult

4. Ensure the physician’s identity is known to the patient



TELEMEDICINE LEGAL SERIES—PART 2: LICENSING ISSUES

Next, the Telemedicine Model Policy requires that the
physician be “appropriately” licensed both in the Home State
and in the Remote State. Some states follow this rule strictly
but, in many states, the Remote State physician may consult
occasionally (sometimes stated as “episodically”) with the
Home State physician. The physician must also practice
informed consent and use the same standard of care as in an
in-person visit. Physicians must maintain accurate medical
records, respect the privacy of patient records, exercise
necessary confidentiality around exchange of information,
and otherwise abide by all laws and ethical standards.

Interstate Medical Licensure Compact Legislation

Notably, although the Model Telemedicine Policy insists on “appropriate” state licensure in both the Remote 
State and Home State, the Interstate Medical Licensure Compact offers a streamlined licensing process for 
physicians interested in practicing medicine in multiple states. The Federation of State Medical Boards 
supported state medical and osteopathic medical boards, and established a Commission to administer the 
Interstate Medical Licensure Compact with a commitment to develop requirements for its technical 
infrastructure.

Conclusion
If you’re going to offer telemedicine or telehealth services, you should consider how your state regulates 
telemedicine, as well as how telemedicine is regulated in the state where the patient is located. Some 
states are extremely strict and only in-state licensed physicians can offer clinical services. Other states 
allow an out-of-state physician to conduct episodic consultations with either the patient or the patient’s 
in-state provider. For example, Arkansas law allows an out-of-state physician to create a “consultative 
relationship” with an Arkansas physician. In all cases, the best practice is to first establish the patient-
physician relationship in which the patient and physician agree that the physician is engaged to provide 
diagnosis and treatment.

Contact the Healthcare Legal Adventures, LLC for a telemedicine legal consult that fits your particular business model

Reading this article does not create an attorney-client relationship with its author or with the Healthcare Legal 
Adventures, LLC. This is an informational and educational piece; it does not constitutelegal advice. If you’d like legal 
advice, consult an attorney for advice specific to your situation.
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The law handles telemedicine prescription differently than diagnosing and treating remotely. How 
can you best comply?

Prescribing is Different Than Other Treatment

This is a tricky thing about telemedicine law; you need to read the
statutes carefully and see whether they say something specific
about “prescribing,” as opposed to “diagnosis” and “treatment.”
Normally, state laws and/or medical board regulations are
tougher on remote prescribing because of the abuses associated
with Internet pharmacies, especially during the early days of the
Internet.

As a result of those abuses, the federal government passed the
Ryan-Haight Online Pharmacy Consumer Protection Act.

Among other things, the Act:

▪ Toughened restrictions and reporting requirements on Internet pharmacies.

▪ Prohibited the sale of controlled substances on the Internet without a valid prescription.

▪ Required an in-person medical evaluation of the patient as part of the definition of “Valid Prescription.”

▪ Provided for federal enforcement authority with respect to violations.

The Act was named after a teenager who acquired prescription narcotics from an online website after filling 
out a questionnaire; the physician who wrote the prescription never saw the patient.

However, states regulate what physicians must have in place before providing a prescription
related to an online physician-patient encounter.
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State Law Regulation of Internet Prescribing

The big question is whether a physician has to see a patient in person before prescribing a medication, or when a
physician should see a patient before prescribing medication. States differ as to their answers. Lawyers sometimes
provide differing recommendations than ‘the state answers’ or from ‘other lawyers’. The most conservative model is
to require an inperson physical exam before the physician prescribes any medication (whether or not a controlled
substance). In fact, many early telemedicine statutes required this, and many physicians see patients at least once
(or more conservatively, at least once a year) before prescribing. There are states with looser requirements. For
example, the Virginia Board of Medicine’s statement on Telemedicine gives physicians a lot of latitude to make
judgment calls on the appropriateness of prescriptions via telemedicine. Firstly, Virginia says: “Prescribing
medications, in-person or via telemedicine services, is at the professional discretion of the prescribing practitioner.”

This is a very broad, permissive opening statement. The Virginia Board goes on to say:

“The indication, appropriateness, and safety considerations for each prescription provided via telemedicine services
must be evaluated by the practitioner in accordance with applicable law and current standards of practice and
consequently carries the same professional accountability as prescriptions delivered during an in-person
encounter. Where such measures are upheld, and the appropriate clinical consideration is carried out and
documented, the practitioner may exercise their judgment and prescribe medications as part of telemedicine
encounters in accordance with applicable state and federal law.”

Note, the Virginia Board emphasizes the practitioner’s judgment. Of course, previously, the statement has clarified
that the physician must do more than have the patient fill out an online questionnaire.

Contrast this with Florida’s telemedicine rules, which not only prohibit prescribing based on an electronic
questionnaire, but also require, among other things, a “documented patient evaluation, including history and
physical examination to establish the diagnosis for which any legend drug is prescribed.” Delaware legislation takes
a middle ground. Firstly, Delaware law mirrors the prohibition against basing a prescription only on the patient’s
response to a questionnaire sent by email or filled out online: “A physician may not prescribe solely in response to
an Internet questionnaire, an Internet consult, or a telephone consult.”
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With this language, Delaware, also in addition to other states, warns against basing a prescription
only on an Internet or phone consult.

Having given the above prohibition, Delaware law then goes on to say that a physician can prescribe via telemedicine
(i.e., outside an in-person encounter) so long as the physician has first “established” the physician-patient
relationship.

Delaware law uses some of the Federation concepts, and adds to them. It provides that a physician “establishes” the
physician-patient relationship either by seeing the patient in person, or by means of including these seven points:

▪ Fully verifying and authenticating the location and, to the extent possible, identifying the requesting patient;

▪ Disclosing and validating the provider’s identity and applicable credential(s);

▪ Obtaining appropriate consents from requesting patients after disclosures regarding the delivery models and
treatment methods or limitations, including informed consents regarding the use of telemedicine technologies as
indicated in subsection (5) below;

▪ Establishing a diagnosis through the use of acceptable medical practices, such as patient history, mental status
examination, physical examination (unless not warranted by the patient’s mental condition), and appropriate
diagnostic and laboratory testing to establish diagnoses, as well as identify underlying conditions or contra-
indications, or both, to treatment recommended or provided;

▪ Discussing with the patient the diagnosis and the evidence for it, the risks and benefits of various treatment options;
and

▪ Ensuring the availability of the distant site provider or coverage of the patient for appropriate follow-up care; and

▪ Providing a written visit summary to the patient.

While many of these are already standard obligations of the physician, Delaware law focuses some
of these on telemedicine. For example, if the physician is out-ofstate but the patient is in Delaware
and the physician is working with a Delaware nurse, then (2) requires the physician to validate the
nurse’s credentials.
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North Carolina’s Liberal Position

Like its sister states, North Carolina provides that prescribing online based solely on the use of Internet
questionnaires is inappropriate and unprofessional. However, North Carolina provides that in certain situations, a
physician may prescribe for a patient even when the physician has not personally examined the patient.” These
situations include:

▪ Admission orders for a newly hospitalized patient;

▪ Medication orders or prescriptions, including pain management, from a hospice physician for a patient admitted to
a certified hospice program, prescribing for a patient of another licensee for whom the prescriber is taking call;

▪ Continuing medication on a short-term basis for a new patient prior to the patient’s first appointment;

▪ An appropriate prescription in a telemedicine encounter where the threshold information to make an accurate
diagnosis has been obtained;

▪ Prescribing an opiate antagonist to someone in a position to assist a person at risk of an opiate-related overdose.

In addition, the North Carolina Board noted several other instances in which the good faith exam for
prescribing can be online:

▪ Established patients may not require a new history and physical examination for each new prescription, depending
on good medical practice;

▪ Prescribing for an individual whom the licensee has not met or personally examined may also be suitable when that
individual is the partner of a patient whom the licensee is treating for gonorrhea or chlamydia.

Controlled Substances

The legal side of E-Prescribing is often more laborious for the physician than actual diagnosis and treatment.
Because states differ in their definition of doctor/patient relationship—for the purpose of telemedicine encounters—
it is paramount to obtain the most current rules for applicable jurisdictions.
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How do healthcare practitioners handle standard of care issues when diagnosing and treating from 
a distance?

Standard of Care Identical

The key rule is that the standard of care in telemedicine is identical to the standard
of care in an in-person office visit. For example, the Virginia Board of Medicine, in
its policy statement on telemedicine, states:

“These guidelines should not be construed to alter the scope of practice of any health care
provider or authorize the delivery of health care services in a setting, or in a manner, not
authorized by law. In fact, these guidelines support a consistent standard of care and scope of
practice notwithstanding the delivery tool or business method used to enable practitioner-to-
patient communications.”

The Virginia Board of Medicine emphasizes that practicing medicine by telemedicine imposes the same general
obligations on the physician as practicing in person: Toughened restrictions and reporting requirements on Internet
pharmacies.

It is the expectation of the Board that practitioners who provide medical care, electronically or otherwise, maintain the
highest degree of professionalism and should:

▪ Place the welfare of patients first;

▪ Maintain acceptable and appropriate standards of practice;

▪ Adhere to recognized ethical codes governing the applicable profession;

▪ Adhere to applicable laws and regulations;

▪ In the case of physicians, properly supervise non-physician clinicians when required to do so by statute; and

▪ Protect patient confidentiality.
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No differentiation is made between an in person and a tele-visit.

Similarly, Florida’s Telemedicine Practice Standards state that “the standard of care remains the same regardless 
of whether a Florida licensed physician or physician assistant provides health care services in person or by 
telemedicine.”

Evaluation and Treatment Through Telemedicine

Virginia, like some other states, emphasizes the need to adhere to the standard of care when discussing evaluation 
and treatment of the patient through telemedicine:

“A documented medical evaluation and collection of relevant clinical history commensurate with the presentation 
of the patient to establish diagnoses and identify underlying conditions and/or contra-indications to the treatment 
recommended/provided must be obtained prior to providing treatment, which treatment includes the issuance of
prescriptions, electronically or otherwise. Treatment and consultation recommendations made in an online setting, 
including issuing a prescription via electronic means, will be held to the same standards of appropriate practice as 
those in traditional, in-person encounters. Treatment, including issuing a prescription based solely on an online
questionnaire, does not constitute an acceptable standard of care.”

Not only must standard of care be equally met, whether the care is provided in person or remotely, but the Board 
warns against telemedicine ‘shortcuts’ such as basing a prescription solely on an online questionnaire.
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Informed Consent

One aspect of ensuring that the standard of care has been met is to make sure the patient receives proper informed
consent. Informed consent means communication to the patient as to the risks and benefits of a recommended
course of treatment and all reasonable and feasible material alternatives. Once again, referring to Virginia’s
statement on telemedicine, appropriate informed consent should include such items as:fully verifying and
authenticating the location and, to the extent possible, identifying the requesting patient;

▪ Identification of the patient, the practitioner, and the practitioner’s credentials;

▪ Types of activities permitted using telemedicine services (e.g., prescription refills, appointment scheduling, patient
education, etc.);

▪ Agreement by the patient that it is the role of the practitioner to determine whether or not the condition being
diagnosed and/or treated is appropriate for a telemedicine encounter;

▪ Details on security measures taken with the use of telemedicine services, such as encrypting date of service,
password protected screen savers, encrypting data files, or utilizing other reliable authentication techniques, as
well as potential risks to privacy notwithstanding such measures;

▪ Hold harmless clause for information lost due to technical failures; and

▪ Requirement for express patient consent to forward patient-identifiable information to a third party.

The Virginia Board mirrors many other states in simply applying medical-legal standards in their entirety, whether
the encounter is in person or through an online or mobile platform.

Medical Record-Keeping

The medical record-keeping requirements do not vanish or change simply because the physician patient encounter occurs
through telemedicine. As Virginia puts it:

“The medical record should include, if applicable, copies of all patient-related electronic communications, including patient-
practitioner communication, prescriptions, laboratory and test results, evaluations and consultations, records of past care, and
instructions obtained or produced in connection with the utilization of telemedicine services. Informed consents obtained in
connection with an encounter involving telemedicine services should also be filed in the medical record.”
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Informed consent should be documented in the medical record for telemedicine visits, just as it should be for in-
person patient visits.

Conclusion

Increasingly, telemedicine is seen as an integral part of medicine with a seamless physician patient relationship more 
virtual than physical. To ensure patients receive high quality treatment, state laws and medical board regulations 
require the standard of care in telemedicine reflect that of an in-person physician-patient encounter.
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Privacy, confidentiality, and security issues arise when practicing telehealth
or telemedicine just as they do in a brick-and-mortar practice. It’s especially
important to understand these issues, since many clinicians advertise on
their website that they are “HIPAA compliant.”

Does HIPAA Apply

Stated in the most basic terms, HIPAA applies to use and disclosure of protected health information (“PHI”), if
transactions are billed electronically for third-party reimbursement. Given that there are more and more laws
requiring reimbursement of telemedicine encounters, clinicians involved in telehealth need to understand HIPAA,
as HIPAA may, in fact, apply. However, to the extent clinicians are in a cash practice and not billing insurance
electronically, HIPAA does not apply.

The Virginia Board of Medicine emphasizes that practicing medicine by telemedicine imposes the same general
obligations on the physician as practicing in person: Toughened restrictions and reporting requirements on Internet
pharmacies.

State Law Privacy & Security Rules:

Even if HIPAA does not apply, state rules can require privacy and security safeguards for PHI.

For example, California has the Confidentiality of Medical Information Act (CMIA). This statute imposes certain obligations
with respect to disclosure of patient medical information, and governs patient access to medical records.

State laws, including, those of California, typically require that healthcare providers make reasonable efforts to maintain the
privacy and security of medical information. In addition, these state laws usually entail consent/authorization from the
patient for disclosure of information regarding genetics, HIV treatment, and other specialized medical documentation.

Other sections of state law govern such matters as retention of medical records, as well as responsibility regarding reporting
communicable diseases.

Where HIPAA applies, it supersedes relevant state law standards, unless state law is found to be more stringent. HIPAA does
not preempt state requirements related to reporting of disease, child abuse, birth and death, nor does it preempt state
requirements that authorize public health surveillance, public health investigation, or intervention. In addition, state and
federal law, as well as hospital policies, may establish stricter standards than HIPAA.
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Increasingly, states also regulate privacy breaches. For example, the California Department of Health Care
Services has a webpage describing procedures that should be followed in the case of a privacy breach or
unauthorized disclosure of personal confidential information that violates state or federal privacy laws. The
Department also has a Privacy Office which conducts incident investigation, privacy training, and compliance
audits. The Office describes examples of privacy breaches, including:

▪ Loss or theft of documents containing PHI.

▪ Mailings to incorrect providers or beneficiaries.

▪ Stolen, unencrypted laptops, hard drives, thumb drives, or PCs with PHI.

The bottom line is that practices need to demonstrate efforts regarding privacy and security compliance,
regardless of whether HIPAA applies.

Privacy and Security Compliance

There is a danger in asserting that one is ‘HIPAA compliant’, in that this can constitute false advertising if the
practice is, in fact, not making reasonable efforts to comply with all the requirements of HIPAA. Reasonable legal
compliance efforts—whether under HIPAA or state laws that often mirror HIPAA— should include:

▪ Appointing a Privacy Official and a Security Official to ensure the privacy and security of PHI transmitted within,
and, by, the organization—through its brick-and-mortar practice or through telemedicine.

▪ Creating a ‘Privacy and Security Practices Manual’ that is tailored to the practice.

▪ Ensuring everyone in the workforce has HIPAA privacy and security training, and documenting their attendance
at the training.
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The privacy and security practices manual should contain written policies and procedures and should be 
maintained for documentation, maintenance, and transmission of the records of encounters using telemedicine 
services. This should include addressing:

▪ Privacy of patient records.

▪ Administrative, physical, and technical safeguards regarding the security of patient medical information.

▪ Forms to document workforce HIPAA training.

▪ Policies, procedures, and forms relating to privacy and security of PHI.

Policies and procedures should be periodically evaluated to ensure all are current.
They should be accessible and readily available for review.

Business Associates

Importantly, HIPAA requires that business associates of a covered entity also comply with HIPAA. The healthcare 
provider is the covered entity; the business associate is anyone who creates, maintains, receives, or transmits PHI. 
This could be, for example, the billing company which the practice employs. These business associates must also 
put compliance measures into place, and the covered entity should ensure that the business associates are doing 
so.

Failure to have written arrangements in place for business associate compliance can result in liability to the 
covered entity.

Even if not technically under HIPAA, the organization should cover its liability exposure by having an agreement in 
place that obligates the business associate to reasonable compliance.

Increasingly, telemedicine is seen as an integral part of medicine with a seamless physician-patient relationship 
more virtual than physical. To ensure patients receive high quality treatment, state laws and medical board 
regulations require the standard of care in telemedicine reflect that of an in-person physician-patient encounter.
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When medicine is practiced through an app installed on a mobile device, do different rules apply? 
How does the law regulate telemedicine via the app, and theapp itself?

Mobile Apps as a Telemedicine Platform

In one sense, mobile apps are simply another platform for the delivery of telemedicine services. That is, instead of 
doctors and other healthcare providers connecting with patients via the Internet on a desktop or laptop, they are 
doing so via the phone.

For example, this could be through a Skype session or other videoconferencing session.

If the mobile device provides a platform for the audio-video connection between doctor and patient, then the 
healthcare service is a telemedicine service—recognized in the same way as delivery through a desktop or laptop 
computer.

However, if the app itself contains software that gets involved in diagnosing, treating, or prescribing, then the app 
is likely to be considered a mobile medical app; it becomes subject to special regulation.
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Mobile Medical Apps

The federal Food and Drug Administration (FDA) regulates medical devices, as well as dietary supplements, foods,
drugs, biologics (such as vaccines), and various consumer health products. The legal definition of a medical device
includes a machine or instrument that is intended for diagnosis and treatment of disease.

FDA considers a mobile medical app to be an app that either is intended to be used as an accessory to a regulated
medical device, or that transforms the mobile platform into a regulated medical device. When the app does either,
FDA subjects the app to medical device regulation.

Among other things, this means that if the device is not “exempt,” then the manufacturer must obtain “510k
clearance” for the device. Without getting into the detail, the bottom line is a lot more regulatory red tape and
Expense.

Even if a medical device is “exempt” from 510k clearance, the fact it is considered a medical device means the
manufacturer must register the manufacturing establishment with FDA, list the device with FDA, have certain
specified quality control processes in place, and comply with other regulatory requirements.

Significantly for telemedicine, mobile apps that transform a
mobile platform into a regulated medical device are considered
mobile medical apps, including:

▪ Mobile apps that use a mobile platform’s built-in features such
as light, vibrations, camera, or other similar sources to perform
medical device functions (e.g., mobile medical apps that are
used by a licensed practitioner to diagnose or treat a disease).
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For example, if the app facilitates the patient to use his or her smartphone to snap a photo of a skin blemish, and
send that photo for medical review, that app would be considered a mobile medical app.

Other types of mobile medical apps include:

▪ Mobile apps that use a sensor or lead that is connected to a mobile platform to measure and display the
electrical signal produced by the heart (electrocardiograph or ECG).

▪ Mobile apps that use a sensor or electrode attached to the mobile platform or tools within the mobile platform
itself (e.g., microphone and speaker) to electronically amplify and “project sounds associated with the heart,
arteries and veins and other internal organs” (i.e., an electronic stethoscope).

▪ Mobile apps that use a sensor or electrode attached to the mobile platform or tools within the mobile platform
itself (e.g., accelerometer) to measure physiological parameters during cardiopulmonary resuscitation (CPR)
and give feedback about the quality of CPR being delivered.

▪ Mobile apps that use a sensor attached to the mobile platform or tools within the mobile platform itself to
record, view, or analyze eye movements for use in the diagnosis of balance disorders (i.e., nystagmograph).

▪ Mobile apps that use tools within the mobile platform (e.g., speaker) to produce controlled levels of test tones
and signals intended for use in conducting diagnostic hearing evaluations and assisting in the diagnosis of
possible otologic disorders (i.e., an audiometer).

▪ Mobile apps that use a sensor attached to the mobile platform or tools within the mobile platform itself (e.g.,
accelerometer) to measure the degree of tremor caused by certain diseases (i.e., a tremor transducer).

▪ Mobile apps that use a sensor attached to the mobile platform or tools within the mobile platform itself (e.g.,
accelerometer, microphone) to measure physiological parameters (e.g., limb movement, electrical activity of
the brain (EEG)) during sleep, and are intended for use in diagnosis of specific diseases or conditions such as
sleep apnea.

▪ Mobile apps that use an attachment to the mobile platform to measure blood oxygen saturation for diagnosis of
specific disease or condition.
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▪ Mobile apps that present donor history questions to a potential blood donor and record and/or transmit the
responses to those questions for a blood collection facility to use in determining blood donor eligibility prior to
collection of blood or blood components.

▪ Mobile apps that use an attachment to the mobile platform to measure blood glucose levels.

▪ Mobile apps that use an attachment to the mobile platform (e.g., light source, laser) to treat acne, reduce
wrinkles, or remove hair.

▪ Note that these primarily involve the use of sensors, attachments, and tools being added to the smartphone or
other device. The FDA guidance document contains many other examples of types of mobile med

Health Apps That May Not Necessarily be Regulated

In order to avoid regulating everything that comes on the app market which relates to health, the FDA describes
the kinds of mobile health apps that FDA will not subject to medical device regulation. These include health apps
that:

▪ Help patients/users self-manage their disease or condition without providing specific treatment suggestions;

▪ Provide patients with simple tools to organize and track their health information;

▪ Provide easy access to information related to health conditions or treatments;

▪ Help patients document, show or communicate potential medical conditions to health care providers;

▪ Automate simple tasks for healthcare providers;

▪ Or enable patients or providers to interact with Personal Health Records (PHR) or electronic Health Record
(EHR) systems.



TELEMEDICINE LEGAL SERIES—PART 6: MOBILE MEDICAL APPS
Then FDA lists the kinds of health apps over which FDA exercises “enforcement discretion.” In other words, these
may or may not be subject to medical device regulation, depending in part on how safe or dangerous they are for
the consumer in ordinary usage. These include:

▪ Mobile apps that help patients with diagnosed psychiatric conditions (e.g., post-traumatic stress disorder
(PTSD), depression, anxiety, obsessive compulsive disorder) maintain their behavioral coping skills by providing
a “Skill of the Day” behavioral technique or audio messages that the user can access when experiencing
increased anxiety;

▪ Mobile apps that provide periodic educational information, reminders, or motivational guidance to smokers
trying to quit, patients recovering from addiction, or pregnant women;

▪ Mobile apps that use GPS location information to alert asthmatics of environmental conditions that may cause
asthma symptoms or alert an addiction patient (substance abusers) when near a pre-identified, high risk
location;

▪ Mobile apps that use video and video games to motivate patients to do their physical therapy exercises at
home;

▪ Mobile apps that prompt a user to enter which herb and drug they would like to take concurrently and provide
information about whether interactions have been seen in the literature and a summary of what type of
interaction was reported;

▪ Mobile apps that help asthmatics track inhaler usage, asthma episodes experienced, location of user at the time
of an attack, or environmental triggers of asthma attacks;

▪ Mobile apps that prompt the user to manually enter symptomatic, behavioral or environmental information, the
specifics of which are pre-defined by a health care provider, and store the information for later review;

▪ Mobile apps that use patient characteristics such as age, sex, and behavioral risk factors to provide patient
specific screening, counseling and preventive recommendations from well-known and established authorities;

▪ Mobile apps that use a checklist of common signs and symptoms to provide a list of possible medical
conditions and advice on when to consult a health care provider;
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▪ Mobile apps that guide a user through a questionnaire of signs and symptoms to provide a recommendation for
the type of health care facility most appropriate to their needs;

▪ Mobile apps that record the clinical conversation a clinician has with a patient and sends it (or a link) to the
patient to access after the visit;

▪ Mobile apps that are intended to allow a user to initiate a pre-specified nurse call or emergency call using
broadband or cellular phone technology;

▪ Mobile apps that enable a patient or caregiver to create and send an alert or general emergency notification to
first responders;

▪ Mobile apps that keep track of medications and provide user-configured reminders for improved medication
adherence;

▪ Mobile apps that provide patients a portal into their own health information, such as access to information
captured during a previous clinical visit or historical trending and comparison of vital signs (e.g., body
temperature, heart rate, blood pressure, or respiratory rate);

▪ Mobile apps that aggregate and display trends in personal health incidents (e.g., hospitalization rates or alert
notification rates);

▪ Mobile apps that allow a user to collect (electronically or manually entered) blood pressure data and share this
data through e-mail, track and trend it, or upload it to a personal or electronic health Record;

▪ Mobile apps that provide oral health reminders or tracking tools for users with gum disease;

▪ Mobile apps that provide prediabetes patients with guidance or tools to help them develop better eating habits
or increase physical activity;

▪ Mobile apps that display, at opportune times, images or other messages for a substance abuser who wants to
stop addictive behavior;

▪ Mobile apps (if not marketed, promoted or intended for use in the diagnosis of disease or other conditions, or in
the cure, mitigation, treatment, or prevention of disease, or do not otherwise meet the definition of medical
device) that are intended for individuals to log, record, track, evaluate, or make decisions or behavioral
suggestions related to developing or maintaining general fitness, health or wellness.
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Entities Not Subject to Mobile Medical App Regulation

In general, a mobile medical app manufacturer may include anyone who initiates specifications, designs, labels,
or creates a software system or application for a regulated medical device in whole or from multiple software
components.

Of interest are those who are NOT considered to be mobile medical app manufacturers. This includes:

▪ Manufacturers or distributors of mobile platforms who solely distribute or market their platform and do not
intend (by marketing claims—e.g., labeling claims or advertising material) the platform to be used for medical
device functions.

▪ Third parties who solely provide market access to mobile medical apps (i.e., solely distribute mobile apps), but
do not engage in any manufacturing functions.

▪ Providers of tools, services, or infrastructure used in the development, distribution, or use of a mobile medical
app. Examples include providers of internet connectivity.

▪ Persons who manufacture mobile medical apps solely for use in research, teaching, or analysis and do not
introduce such devices into commercial distribution.

▪ Licensed practitioners, including physicians, dentists, and optometrists who manufacture a mobile medical app
or alter a mobile medical app, solely for use in their professional practice, and do not label or promote their
mobile medical apps to be generally used by other licensed practitioners or other individuals.

The last one is an important carve-out for those clinicians who simply create an app for use in their office.

However, once the clinician (or researcher) markets the app in interstate commerce, such person or entity is
considered a mobile medical app manufacturer.
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While we’ve focused this series on legal issues that frequently arise in telemedicine
and telehealth, there are sister legal issues involved when healthcare practitioners
and healthcare tech companies get involved. These and other critical legal hazards
that routinely arise include:

Unlicensed Practice of Medicine

Unlicensed and corporate practice of medicine issues arise in telemedicine because the company offering
telemedicine services is typically organized and operated by non-medical doctors. This means the founders must
be sensitive not to cross the line into prohibited practice, and must structure their business model carefully as
indicated below. Let’s start with unlicensed practice of “medicine.” In almost every state, it’s a crime. It’s important
to consider unlicensed practice, because telemedicine involves nonmedical companies putting themselves in a
place where health questions are posed by consumers. Nonmedical doctors—healthcare licensees— have a
defined scope of practice. However, if they practice beyond their scope of practice, then they are considered to be
engaged in unlicensed medical practice. Companies that hire and direct such persons can be aiding and abetting
unlicensed medical practice.

This is true whether the practice involves healthcare in person or online.

The corporate practice of medicine (“CPM”) rule is a variation against the rule against unlicensed practice of
medicine. For more information, see: Corporate Practice of Medicine & Anti-Kickback/Fee-Splitting Rules: Deep
Down the Regulatory Rabbit Hole. It’s an important rule because:

A management services organization (“MSO”) can provide administrative/management services such as front
desk/scheduling, advertising and marketing, sublease of space or equipment, book-keeping, and billing and
collecting on behalf of the physician practice. These services must be provided at fair market value (“FMV”).

California aggressively enforces CPM prohibitions. As indicated in Corporate Practice of Medicine &
AntiKickback/Fee-Splitting Rules: Deep Down the Regulatory Rabbit Hole, the California Medical Board considers
many activities by an MSO to intrude on clinical decision-making, and thereby violates CPM. Such activities
include: selecting, hiring and firing the physician; approving the selection of medical equipment and supplies;
owning or operating a business that offers patient evaluation, diagnosis, care and/or treatment; arranging for,
advertising, or providing medical services rather than only providing administrative staff and services; and, a
physician acting as “medical director.” See also: If Someone Asks You to Be Medical Director, Run.
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Not all states are as tough on corporate practice of medicine. Check each state for its local laws, or have your
telemedicine lawyer check into the optimum representative states for your national telemedicine venture.
Currently, California, New York, Texas, New Jersey, Illinois, and Arizona are examples of user-friendly states.

Kickbacks and Fee-Splitting

Kickback and fee-splitting issues arise with telemedicine just as they do with integrative care practices, medical
spas, and multidisciplinary clinical practices because these arrangements involve services under one “roof” physical
or virtual—by many different kinds of practitioners.

For more detail generally about these complex subjects, see:

▪ Quick Summary of Federal “Stark” Self-Referral & Anti-Kickback Law and California Self-Referral and Fee
Splitting Prohibitions.

▪ What Anti-Kickback and Fee-Splitting Legal Issues Arise When Physicians or Other Healthcare Providers Lease
Space.

▪ Fee-Splitting 101 for Medical Doctors, Chiropractors, Acupuncturists, and Others.

Fee-splitting and kickback issues arise when a non-medical company attempts to maximize revenues while the
physicians do the clinical work. Again, the telemedicine operation has to be carefully structured, with an eye to
the issues sketched out below, to avoid the appearance that non-doctors are essentially splitting the patient fee
with doctors.
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Liability Concerns

The telemedicine company has to be careful in its attempts to limit its liability, to the extent possible, for the
negligence of the physicians.

For example, in the case of an individual practitioner, direct liability often involves malpractice (negligence),
which is defined as deviating from the standard of care, thereby injuring the patient. For individual practitioners,
malpractice lawsuits based on standard of care violations can trigger disciplinary action by the Board, and the
converse is also true. Inadequate informed consent is a second possible theory of malpractice liability against a
practitioner. It is unclear whether a company could be vicariously liable based on the practitioner’s failed
informed consent. However, ensuring effective informed consent is part of good clinical practice.

The telemedicine company could be directly liable to a consumer if the company violates one of its contractual
promises to the consumer, or directly liable on a tort theory if it somehow acts negligently.

Vicarious liability—liability for the acts of others—can flow up the chain as courts apply the liability to the
network that provides the physician services, or to whatever or whomever appears to be the force or agent
behind the physician services.

Disclaimers can sometimes help, but it’s important to understand the underlying exposure. Thus, terms of use
and disclaimers often contain standard language refuting potential liability for breach of warranty, and setting
limits on the company’s potential liability. These may or may not be effective. For example, what if,
notwithstanding consents and disclaimers, a patient sues because the physician missed diagnosing a skin cancer
that could have been detected had the exam been in person rather than online? Would the telemedicine
company be vicariously liable?

Because cases take years to wind through the courts, and many are settled (rather than resulting in a published
opinion), there is little, if any, law directly on point (i.e., involving exactly these kinds of facts). The best answer
may be to get insurance, although again, it may not be possible to insure against this exact risk; telemedicine
companies may need to rely on an umbrella policy.
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Negligent Credentialing

There is another theory of vicarious liability known as negligent credentialing. Negligent credentialing is a theory
of direct liability premised on a company putting forth to patients that the company has, in fact, vetted
practitioners when, in fact, the company has been negligent in its quality assurance efforts, and this lack of
diligence has led to a patient injury.

One way to try to limit potential exposure is to style the operation as a directory, as opposed to a medical group
in which liability for physician negligence flows up and around the chain.

To the extent a telemedicine company does more than provide a directory that merely links to practitioners, and
holds itself out as having checked the qualifications and credentials of a provider, the company has likely
created potential liability for negligent credentialing. For example, if a contracting physician has falsified
credentials, the company has not exercised reasonable due diligence to ferret out this fraud, and if a patient is
injured by the contracting physician’s negligent care, then the company could conceivably face liability under a
negligent credentialing theory.

As part of its risk management, the online entity should keep a file checking credentials, recheck credentials on
an annual basis, and have a term of use disclaimer that the entity is not making any representations or warranties
about the providers who enroll and use the site.

Disclaimers regarding the entity’s limitations of liability will be important here as well as, depending on the
business model, it may be possible to argue that the company has not held itself out as vetting practitioners on
its site. However, any assertions the company makes with respect to credentials, or quality of the practitioners on
its site, may be used in a negligent credentialing act.

Advertising Issues

Telemedicine companies are particularly vulnerable to advertising violations because they are a hybrid legal
creature, typically owned by non-doctors yet performing the marketing and providing the platform for Doctors.

To understand the exposure, let’s go back to basics. The Federal Trade Commission Act (“FTCA”) prohibits “unfair
methods of competition” and “unfair or deceptive acts or practices.” 15 U.S.C. §45. In general, all advertising must
be truthful and non-misleading.
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State law also contains prohibitions against deceptive advertising—notably in unfair competition and consumer
protection statutes—and prohibits false and misleading physician advertising.

California law, for example, prohibits any licensee from communicating to the public any: “false, fraudulent,
misleading, or deceptive statement, claim, or image for the purpose of or likely to induce, directly or indirectly,
the rendering of professional services or furnishing of products in connection with the professional practice or
business for which he or she is licensed.” In addition, if physicians are distributing dietary supplements and
making impermissible disease claims, this could raise Food and Drug Administration (FDA) issues. And, to the
extent standard of care issues are prevalent, off-label use could raise concerns too.

And, given the telemedicine company is providing marketing services to a physician practice, it should be aware
of requirements for physician advertising. For example, in California, a physician communication can violate
California law if it:

▪ Contains a misrepresentation of fact.

▪ Fails to disclose material facts.

▪ Creates a false expectation of favorable results (including through use of a photo or image).

▪ Uses a model without disclosing the same.

▪ Uses a “before” and “after” view of a patient in a misleading way.

▪ Refers to fees without fully disclosing all variables.

▪ Makes a claim of professional superiority.

▪ Makes a scientific claim that cannot be substantiated.

▪ Includes a misleading testimonial or endorsement.

▪ Contains misleading price information.

▪ Fails to disclose that the communication is a paid advertisement.
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Violation of these rules is a misdemeanor and can subject the licensee to professional discipline.

The statute also specifies the kind of information a licensee can include in advertising such as languages spoken
fluently in the practitioner’s office other than English. There are additional limitations regarding statements (for
example, with respect to use of the term, “board certified”).

Contact the Healthcare Legal Adventures, LLC for a telemedicinelegal consult that fits your particular business model.

Reading this article does not create an attorney-client relationship with its author or with the Healthcare Legal
Adventures, LLC. This is an informational and educational piece; it does not constitute legal advice. If you’d like legal
advice, consult an attorney for advice specific to your situation.
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A few years ago, telemedicine and telehealth burst on the scene, immediately challenging established legal
frameworks built around brick-and-mortar practices.

The novelty forced healthcare practitioners and companies—and the lawyers who represent them—to work
through the holes in the law, in an effort to bring new practices and products to market.

Today, there exists legislative and regulatory activity on telemedicine and telehealth in almost every state.
Though medicine and various healthcare professions can be practiced online as well as in person is a given,
the question remains: what does the law require to start and carry on such a practice in a compliant manner?

The Legal Landscape In this Series, we’ve looked at:

▪ Practice issues—including the legal difference between offering education and information online versus
online clinical practice.

▪ Licensing issues—including who has to be licensed, where, and when to ensure the clinical encounter Lawful.

▪ Legal issues surrounding prescribing online—which often carry more stringent requirements—though some
states are liberalizing the rules.

▪ Standard of care issues—and the position that the same standards of practice apply whether the encounter is
physical or virtual.

▪ Privacy, confidentiality and security—including some key requirements of HIPAA, as well as state law.

▪ Mobile medical apps—the delivery of healthcare services via mobile devices, which in some cases is subject
to FDA medical device regulation.

▪ Other legal issues—including corporate practice of medicine, fee-splitting, and advertising which often apply
to telemedicine ventures.
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Looking to the Future

While healthcare has broken out of the conventional, physical office visit and into the landscape of the
Internet, this is only the beginning.

We’ve already established that beyond telehealth or ¬e-health, we now have mobile health—healthcare
delivered via smartphones. Some refer to the whole category of healthcare outside the physician’s office as
‘digital health’ or as ‘connected health’.

Whatever the terminology, expect continuing evolution. Virtual or augmented reality is an up-and-coming
technology predicted to be widely deployed in healthcare.

Thus far, healthcare legislators, regulators, and lawyers have been able to adapt and innovate to make
healthcare law fit new models of care. Practitioners and companies have paid attention in efforts to remain
within the boundaries of law while expanding their offerings and models of care delivery.

Because industry innovation moves faster than laws can change, new healthcare practices and models have
an edge. This is where solid legal counsel can augment the effort of savvy clinicians and executives bringing
health and wellness services and products to the market in ways that enhance human health and potential.

Contact the Healthcare Legal Adventures, LLC for a telemedicine legal consult that fits your particular business
model.

Reading this article does not create an attorney-client relationship with its author or with
the Healthcare Legal Adventures, LLC. This is an informational and educational piece; it
does not constitute legal advice. If you’d like legal advice, consult an attorney for advice
specific to your situation.


